Paper / Subject Code: 87015/ Cyber Laws & lEli‘(]I-2023-24)

2% Hours) [Total Marks: 75]

N.B. 1) All questions are compulsory:

2) Figures to the right indicate marks.

3) Ilustrations, in-depth answers and dxagmms will be appreciated.

4) Mixing of sub- quesllons is not allowed. >

2D
Q.1 Attempt ANY I‘OUR from the following: X - 20M)

(a) What is Cyber, law? Explmn the compgneént of Cyber Law in. Indla

(b) What was lhq ‘need for the Enacunent of the Information Technology Act
20007 Dlscuss N\ o -

(c) What is E Commerce*-’ ‘Explain 1ls various models.” -Z‘

(d) Differentiate between Electromc Slgnamre and Dlgllal 51gnature = ~

(e) What'is E- Governance? Explam provisions of Information Technology A\ct
2000 related to E- Govemance N \1

(D Who can become lhe Cemfylng Authorlly under the Informanon
Technology Act 2000‘7 Explaln hlS role. :

Q.2 Attempt ANY FOUR fron'i"the followlno & ‘. (20M)

(a) Briefly explain salient fealures oflhe Data Protection Bill, 2021 of India.’

(b) Discuss Cyber contraventions under IT ACT 20007 : S i

() Can an mtennedlary be held lmble for cyber offences? Explain the Taw. 3‘

(d) Explain the power of lnvestlgauon scarch and arrest mentioned under lhe
IT ACT 2000.

(e) Explain grey areas of the IT Act 2000 as amended by the IT (Ameudment)
Act2008. ° .

(N What is,.computer - forensncs" Explain different stages of Forensu,

investigation.

Q.3 Auempt ANY FOUR from the following: (20M)
(a) Briefly explain international law regarding online freedom of speech and
expression.

(b) . Give the Significance of Umversal Copyright Convention, 1952,

(€) Write about how Patents and Copyright are different from each other.

(d) ~ Give a comprehensive explanation of “Intellectual property”.

(e) What is Spamming and ’jihishing? Explain the Anti-Spamming and Anti-
Phishing initiatives?

(N Explain the significance of Copyright work in the Digital medium and its
infringement. ‘

Q.4  Attempt ANY FIVE from (he folloying: (15M)
(a) Explain the parties to the E-Contracl,

(b) Elucidate Cyber Terrorism,

(c) “Copyright and Reverse Engineering in computer software: An Indian

Perspective”. Comment
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(d) Write a short note on Pegasus Spyware.

(e) What is e-consumer? Whether e-consumer in Indian law is protected?
Describe.
() Explain the meaning of Trademark.
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