Paper / Subject Code: 87013 / Ethical Hacking (R-2023-24)

(2 %2 'Hours) [Total Marks: 75]

N.B. 1) All questions are compulsory.
2) Figures to the right indicate marks.
3) lllustrations, in-depth answers and diagrams will be apprecnaled
4) Mixing of sub- qucst_lo_ns is not allowed. ‘

Q.1 Attempt ANY FOUR from thic following: — @20M)
(a) Explain the Types of Ethical Hackmg 3 - :
(b) Explain Hacking Techno]ogy and its types in deta11

(c) Define Hacklnvnsm and.explain ways to mamfest it A -
(d) Explain any y 5 Hacker Classes sl | & = |
(e) What are the ways 10 conduct Ethlcal Hackmg \h -
(H Write-a short note on foot prmtmg ey _ ¥ X
< ~ & - o & ._\:" ‘
Q.2 Attempt ANY FOUR from the {fﬂowmg s e ol 20M)
(a) r\Ex[plam Active and Easswc Sniffing o~ K A
(b= ExplaquRP Poxs\nmg in Det‘é’tl ( ;\:\. .:\';: e \g_\" “““
© Explain DNS Spgofmg Techniques in detail 2 L L o
~ (d) Explam the workmg of DOS attack inl “detail Rl A f;:\ ey

-~ ey Explain Smurf attack ui“Aactall AT ey -~ -

® . ;Explam t)_lpcs of Sessmn Hljackmg - ANY \.’_‘.-"
& - e — < ~
Q. 3 Altempl AE_Y_F_O_@ I'rom’\lhc followmg ;_\"‘ _;.:"'\ > (20M)
~(a)  Explain methods involved in Google Hacking o N

“(b) .Define the term Authentication and its types > .-““\ O
(c) .o “Define SQL lﬂjCCtlQﬂ ‘and namt;:s its types . >
(d,)\ Explam - Buffer —derﬂow and its types -
()’  Expldin WEP in. detail T

_(f) Explam the workmg of wireless sniffing \

(15M)

3 Q.4 Atlcmpt»A’NY FIVE from the fulluwmg
(a)>- Explain the methods to perform information Gaihcrmb
(b) Define Password and its types

‘I')(c) Explain Mulahon Technjques
(d) «Define the: terms (1)Scann|n[, (u)Fnumclauon
(e) < " “What is ch Server ”dldbnll\b.

(f): ' Write-a short note on Rogue Access Point
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