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Q4. a) Explain various protocols in SSL architecture. Also explain the importance of SSL

certificate. "
b) Wtaat is Network Management Security, Explaia.,SNMP v3,-in detail. i (10)

'

Q5. a) Explain the need of Netnork Access Control in Enterprise NCtrvorks. Eiplain the major
NAC enforcement methods. ,

b),What is Firewall? Explain different types of Firewalls and list their advbntages.
''t

Q6. Wr':ite Short Notes on ANY 4:

a) Types of IDS systern

o*) RSA,algorithm : 
,

c) HMAC and CMAC
d) OS Security Architecture
e) SHA -256;,' , ''t

0 VPN using IPSee
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Paper / Subject Code: 32422 / Computer Network Security

l. Question No. I is Compulsory.
2. Solve any THREE from Question No. 2 to 6.

3. Draw neat well labellectr diagram t+hbreveggpc€ssary. 
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"'Q. I a) Explain X.509 Certificate arid PKI. ,

b) Explain Rootkits e,nd Backdoor Attacks.

c)Exp1ainPlayfairCipherwithanexample.''.:.
d) Explain SSH authentication protocol *.k: , i 

, 
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Q2. A) Explain Kerberos protocol in detaitand the we of KDC,, ' , :, .. j

b) List and explain atl Wpes of Malwarq in detail. Differentiate betw.gen Virus and

Worms. .',' .. ' ,..'-

.:.

Q3. a) Exptain DES and AES Atgorithm in brief. Compare onslu{A AES ' '

b) Explain Transposition Ciphers with illuStrative examples.
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