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(a) Question No.1 is compulsory. @3‘:—._;’ _:-“_73‘;&?‘,;_
(b) Total 4 questions need to be solved. *;‘,: & _gft\\".ﬂ;é?*_
(c) Attempt any three questions from remaining five quiasﬁm e

(d) Assume suitable data wherever necessary, justify thgsame. Y ;N‘ 4"3’_; R

La  Differentiate between Security Operations Centcr (S@C} ang:i Nenvaﬁghpkr":' 1
Center (NOC). AP S Wy 3 s
ILb  Define and Classify the following attacks as» a:ctn?m and pa‘gsz\.rq“ Reﬁa’segi“ w‘ [5']“
Message Contents, Masquerade and E.h:g}gﬁ’ Qf\"'SEEW{tE, Mm ‘ﬁmﬂ ﬁ
Replay. e “:1@3: 2 5& Q & ,,. 2 3

Le  Differentiate between Digital Signaguré’and D1gnELC;:ﬁfﬁgé’ts
1.d  Explain different forms of lntellectualProperty A A

2.2 Explain in brief the three widely. lilSed Vtrtu al Pﬂvate Netwqi :
2.b  Describe the Key generatmnfexpansmn pmcesses of Pata
(DES) and Ad'-.ran-:f:d lfncryptmn SIandard ( AES), wﬁ
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3.a  Explain how Auth&nﬁcatmn hta.der {AH} Ellldffﬁg: [10]
(ESP) pmtﬂcnls pramdeﬁ authenttcahﬂn and/otsene;
level. - '
3.b  Explain Flrewall d:pln}rmentand 1t5 [10]
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4.a Wﬁat f$ Etlncal ha-:kmg”? Whgg/dﬂ '}@t\l\u}m‘l haﬂkcrs do and why does need for  [10]
:_hackmg ethlcally ange?s _' @ y |
4.b - __'.What is 'Risk” manage aﬂ& RlsTEh Analysis?. Explain why it is important to [10]
P 'H.:Lﬂﬂﬁllfy both the threat and%p v‘[ﬁerab:hty when determining risk.
& :;’S,ﬁ;;-'éf_Wh‘ab 15 thé need ;@‘ gq Ft}rensms’? Explain the different Phases in Digital  [10]
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