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1. Question No 1 is compulsory. :
2. Attempt any three out of the remaining five questions.

Q1. (a) Encrypt the message “Cryptography is fun” Wlﬂ‘l & muihpllgath'fe Lipher mth ” 05

key = 15. Decrypt to get back original plaintext.> = = =~ - Sodar Gk ¢
(b) With the help of suitable examples compare aud -::Untrast mcnﬂalphabenc - ‘%_ 05
ciphers and polyalphabetic ciphers? . = : i ~ R :
. (c) What are the properties of hash funcnnns'? What is the mie nf a- hash fl.lllctlﬂﬂ 05
in security? S Rl
(d) What are the different prc-taculs 1n "SSL‘? How dﬂ the cllent and seﬂzer ‘, : - 08

establish an SSL connection el :'_: PRI ST 2 g B -

g T
. i .

-‘»7" .‘ Ul

Q2. (a) What is a digital ceruﬁcate'? Huw does 1t,help to validat%fhe au@éntlmt}f ofa 10
user? Explain the X. 5{}9 certiﬁcate furmat SR w,_;.:- .

-".
1 Sl -
3

(b) With reference to DES cnmmeng -;:u‘l the fﬂllﬂmngﬂ ol 10
i) Block size and ke}r LI e g e f Ll
ii) Need fore expansion. permulatmn o ‘; .“”f':; .

iii) ﬁ‘u’afanchﬂ anf;l GDHIP]Q’E':HGSS ﬂﬁ'ects 0
iv) Weak keys and semivwaaki{egs . fx i

e

v) Rﬂiﬁ ﬂf vaﬂﬁ e \_; L& , Yol
T o " - ?‘ ol :
Q3. (a) What ara fhe dlfferent t}?]}es g;f wﬂ'@s fim;l wanns"-’ How do they propagate? 10 -
(b} What ar& the. Various ways fﬁf“mem{}ry aud address protection in Operating 10

Rl By i '*L

S
- i .

Q4 Ea) Explam bl‘lﬂﬂ}i’ };{ﬂh exa.glples huw tha fulluwmg attacks occur: 10
: B Phlsh.lll%ﬁ-ﬁack% e

if).-Denial-of Seryice attaek

111) SQLu:gectmn- aftack -

V) Cr{}ss-sn&scnptmg attar;k

(b) Hcrw fﬁﬁemlmTy ﬂchev&d in the transport and tunnel modes of [PSec? What 10
E am,semﬁty assﬂcmtmus*?
QS Laj Whatﬁm the l:llﬂ'erent threats to emails? Give an algorithm to secure emails 10
' “)--f;f o meg sent frum uscr A to user B. '
{T;Q A andB wxsh to-use RSA to communicate securely. A chooses public key as 10

(? l: 19) ancl B ¢chooses public key as (13,221). Calculate their private keys. A

g 'f—f-;., _' ‘WIShES to- scnd message m=10 to B. What will be the ciphertext? With what

ka}' will A’encrypt the message “m” if A needs to authenticate itself to B.
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Q6. (a) Compare and contrast (any two)

i) Block and stream ciphers
11) MD-5 versus SHA

IDEA and Blowfish

(b) What are the different components of an Intrusio

) Key generation in

il

K

Compare the working of si

L R T T T T T S T
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